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Active vs. Passive 
M easu r em en t:  
Peace Not War

Emmanu e l  T y c h o n <e t y c h o n@ c i s c o . c o m>
Technical Marketing Engineer
D ev ice Managem ent &  I ns tru m entatio n
C is co  S y s tem s ,  I nc.
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Problem Context
� High bandwidth video like Telepresence requires about 
1 5  M bps per session

� B est quality  of  
ex perience requires S L A  
m onitoring,  particularly  
when bandwidth is 
lim ited.

� W hat kind of  
m easurem ent is the 
best?
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A c ti v e Probi ng  - - S y nth eti c  T es t S trea m
L ow B W  test (6 4  K b/ s)L ow B W  test (6 4  K b/ s) High B W  test (1 5  M b/ s)High B W  test (1 5  M b/ s)
Telepresence
i s A ct i v e

Telepresence
i s A ct i v e

Telepresence
i s N o t  A ct i v e
Telepresence
i s N o t  A ct i v e

Telepresence
i s A ct i v e

Telepresence
i s A ct i v e

Telepresence
i s N o t  A ct i v e
Telepresence
i s N o t  A ct i v e

G O O D
Th e m et ri cs co llect ed  
a re represent a t i v e

G O O D
Th e m et ri cs co llect ed  
a re represent a t i v e

N O T R E L E V A N T
Th e m et ri cs co llect ed
d o  no t  t a k e i nt o  

a cco u nt  t h e a d d i t i o na l
b a nd w i d t h  g enera t ed
b y  v i d eo  sessi o n.

N O T R E L E V A N T
Th e m et ri cs co llect ed
d o  no t  t a k e i nt o  

a cco u nt  t h e a d d i t i o na l
b a nd w i d t h  g enera t ed
b y  v i d eo  sessi o n.

N O T G O O D
C rea t es a d d i t i o na l 
lo a d  o n t h e net w o rk ,  
m a y  d i sru pt  ex i st i ng  
v i d eo  sessi o ns,  m a y  
co ng est  t h e net w o rk ,  
u lt i m a t ely  d o es no t  
co llect  relev a nt  
i nf o rm a t i o n.

N O T G O O D
C rea t es a d d i t i o na l 
lo a d  o n t h e net w o rk ,  
m a y  d i sru pt  ex i st i ng  
v i d eo  sessi o ns,  m a y  
co ng est  t h e net w o rk ,  
u lt i m a t ely  d o es no t  
co llect  relev a nt  
i nf o rm a t i o n.

G O O D
C o llect s a  relev a nt
set  o f  m et ri cs,  v ery
si m i la r t o  t h e rea l 
v i d eo  st rea m .

G O O D
C o llect s a  relev a nt
set  o f  m et ri cs,  v ery
si m i la r t o  t h e rea l 
v i d eo  st rea m .
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Pa s s i v e Moni tori ng

Telepresence
i s A ct i v e

Telepresence
i s A ct i v e

Telepresence
i s N o t  A ct i v e
Telepresence
i s N o t  A ct i v e

G O O D
Th e m et ri cs co llect ed  
a re represent a t i v e,  
b eca u se b a sed  o n 

rea l pro d u ct i o n st rea m  

G O O D
Th e m et ri cs co llect ed  
a re represent a t i v e,  
b eca u se b a sed  o n 

rea l pro d u ct i o n st rea m  

U S E L E S S
Th e pa ssi v e m et h o d  
w i ll no t  co llect  a ny  

d a t a .

U S E L E S S
Th e pa ssi v e m et h o d  
w i ll no t  co llect  a ny  

d a t a .

P assive M onitoringP assive M onitoring
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T od a y ’s  R es ea rc h
� W hile both approaches are com plim entary ,  research is 
p rim aril y  f o cu sed  o n  eit her p assiv e o r act iv e 
m easu rem en t .

� I n practice,  a single approach will not be able to satisf y  
today ’s new requirem ents:

High Bandwidth video
Trading floor tr ans ac tions  ( with m ic r os ec ond ac c u r ac y )
M u l tic as t video del iver y

� F lex ibility :  passive and active m easurem ent points 
of f ers a wider range of  deploy m ent options
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W h a t i s  mi s s i ng ?
� A  test m ethodology  /  protocol /  sof tware that will 
leverage both solutions,  on dem and.

� The best option would be used autom atically ,  at the 
right place,  at the right tim e.

� A ctive and P assive m ethods providing the sam e 
m etrics,  so that they  can be used independently .
(see nex t slide)
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Pa s s i v e Moni tori ng  a nd  Metri c s
� A ctive m easurem ent provides perf orm ance m etrics that 
are harder to get passively ,  f or instance:

O ne way  p ac k et del ay  
O ne way  p ac k et j itter
O ne way  p ac k et l os s

� Today ,  passive m ethods are prim arily  used to detect 
and track f low of  traf f ic (D oS detection,  traf f ic m atrix ,  
etc. . . )

� A  packet signature-based approach would allow 
passive collection of  perf orm ance m etrics (already  
ex ists on the m arket) .
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L i mi ta ti ons  of  tod a y ’s  s olu ti ons . . .
� M ix es both m etrics to get an correlated overview,  but 
cannot use one O R  the other to achieve a com m on 
obj ective.

� M ake assum ptions that are im possible in practice
(ie:  F ull-m esh overlay  assum ption)

� W ould consum e ex cessive m em ory  /  C P U  to f it in any  
em bedded sy stem

� D oes not take into account the lim itations of  real lif e 
deploy m ents (ie:  N etF low is running on all routers)

� . . .  f undam ental vs.  applied research
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Q  a nd  A
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S h ar in g  T h o u g h ts w ith  
th e R esear ch  
C o m m u n ity

B e no i t  C l ai s e <b c l ai s e @ c i s c o . c o m>
D is tingu is hed  Engineer
A rchitect f o r Em b ed d ed  Managem ent &  I ns tru m entatio n
C is co  S y s tem s ,  I nc.
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Interaction With the Research Community

� C isco is active with the research com m unity
S p ons or ing r es ear c h
S p ons or ing and attending wor k s hop / c onf er enc e
R eading p ap er s
D is c u s s ing p ap er s  inter nal l y
E tc …
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A  new  w a y  to S p ons or R es ea rc h  T op c i s
� U niver s ity  R es ear c h P r ogr am  ( U R P )  wil l  dis ap p ear
� http : / / www. c is c o. c om / go/ r es ear c h

Under development
P ropos e s ome res ea rc h  topi c s
“R es ea rc h er-i ni ti a ted i nves ti g a ti ons ,  to a ddres s  topi c s  of  y ou r c h oi c e a nd mu tu a l i nteres t. ” a t a ny  ti me 

� E x am p l e:  A p p l ic ation F l ow M anagem ent and S er vic e A s s u r anc e
T h ere a re f ew  tools  th a t rela te end-u s er Q u a li ty  of  E x peri enc e ( Q oE )  to mea s u ra b le netw ork  b eh a vi or.  H i s tori c a lly ,  k eepi ng  per-f low  i nf orma ti on th a t mi g h t h elp c onnec t i ndi vi du a l res ou rc e c ons u mpti on w i th  Q oE h a s  b een proh i b i ti vely  ex pens i ve.  H ow ever,  new  mea s u rement tec h ni q u es  ma y  h elp th e s i tu a ti on.  T h e q u es ti on i s ,  c a n w e develop da ta  ma na g ement,  c orrela ti on a nd perf orma nc e poli c y  ma na g ement tec h ni q u es  th a t a llow  u s  to i nf er a nd ma na g e end-u s er Q oE f rom per f low  a nd i ndi vi du a l res ou rc e mea s u rements ?
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� Q uick f ault detections is strategic to network 
m anagem ent

� S y stem atic network elem ent polling doesn’t 
alway s scale

� L et’s put som e m ore N M S  intelligence into the network 
elem ents

E m b edded m anagem ent s tar ts  to b e im p or tant
� L et’s tune the right f ault m anagem ent events f rom  the 
network elem ents them selves

� There are way s in the router to m ove in the direction of  
device level policy  based m anagem ent

( F uture)  P rincip l es of  F aul t M anag ement 
in D ev ices
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D ev i c e I ns tru menta ti on i n R ou ters

Embedded Event Manager

I nterf ac e A l i as  L o ng N ame S u p p o rt f o r S N MP

Memo ry  T h res h o l d N o ti f i c ati o n
Embedded R es o u rc e Manager

N etF l o w  N B A R

D ata C o l l ec ti o n Mec h ani s m
C o mmand S c h edu l er

C o rvi lC o nf i gu rati o n R ep l ac e and R o l l bac k

C B -Q O S -MI B  I ndex  Enh anc ement

C o ntex tu al  C o nf i gu rati o n D i f f  U ti l i ty

S N MP  U ti l i ty  i n th e R o u ter 

N O T I F I C A T I O N -L O G -MI B
I ndi vi du al  N o ti f i c ati o n F i l teri ng

U D I  R etri eval

R MO N  Event and A l arm

N etF l o w  Ex p o rt i n a V R F   

S y s l o g W ri ti ng to  F l as h

Enh anc ed O bj ec t T rac k i ng f o r I P  S L A
C o nf i gu rati o n C h ange N o ti f i c ati o n and L o ggi ng

A l l  I P  S L A  f eatu res

I nterf ac e R ange

I nterf ac e I ndex  D i s p l ay S N MP  O I D  s tati s ti c s

EV EN T  &  EX P R ES S I O N  MI B

Enh anc ed O bj ec t T rac k i ng

O ER

T C L

A u to -S ec u re

R el i abl e s y s l o g

C o nf i g l o c k

C o nf i g l o gger 
P ers i s tenc y

I O S  D ef au l ts  Ex p o s u re

C o nf i g G enerati o n P erf .  Enh anc ement
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D ev i c e L ev el Poli c y  B a s ed  Ma na g ement
Embed d ed  Ev ent Ma na g er

Em b ed d ed  Ev ent 
Manager 2 . 2

Event Detectors

Syslog
E D

W a t c h d og 
E D

Syslog

Sw i t c h  O v e r  
or  R e loa d  ( * )

SN M P  E D

Syslog
E v e n t SN M P

N ot i f i c a t i on

P r oc e ss 
Sc h e d u le r
D a t a b a se

I n t e r f a c e  
C ou n t e r  

E D

I n t e r f a c e
D e sc r i p t or
B loc k s

T i m e r
E v e n t  
E D

C ou n t e r
E v e n t
E D

A p p l.
Sp e c .
E v e n t
E D

SN M P  N ot i f i c a t i on s

C i sc o a n d  U se r  T C L  Sc r i p t s
M od i f y C ou n t e r

A p p li c a t i on  Sp e c i f i c  E v e n t
Sh or t  E m a i l n ot i f i c a t i on

C L I  c om m a n d

C L I
E D

N on e
E D

G e t  i n f o

E E M  P oli c i e s

A cti ons

E v e n t  m a n a ge r  r u n
C L I  c om m a n d

O I R
E D

O I R
E v e n t

E O T
E D

E R M
E D

R F
E D

R e a d / Se t
a  t r a c k e d  ob j e c t
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T h e “i nteres ti ng ” R es ea rc h  T op i c s
� http : / / www. c is c o. c om / go/ r es ear c h
� M y  inter es t

S elf -ma na g ed netw ork  s ervi c es ,  i n w h i c h  th e netw ork  c omb i nes  a  nu mb er of  f ea tu res  tog eth er to c rea te s ervi c es  w i th ou t N M S  i nterventi on
� I nter es ting r es ear c h top ic s

1 .  T h e res ea rc h  topi c s  w i th  a  g ood b u s i nes s  c a s e
F u nda menta l vs .  a ppli ed res ea rc h
D on’t h es i ta te to a s k  …

2 .  T h e res ea rc h  topi c s  c omb i ni ng  res u lts  
3 .  T h e res ea rc h  topi c s  th a t c ou ld b e i mplemented i n th e rou ters
D on’t h es i ta te to a s k  …

� T wo ex am p l es :
I P  S L A  res ea rc h
S a mpled N etF low a c c u ra c y
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Q  a nd  A
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